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Introduction / Overview

The Industrial Security Professional (ISP®) certification program was established in June 
2004.  

Purpose:

 to provide recognition of the professional  training and qualifications of veterans of 
industrial and government security; and

 to provide guidelines for professional training needed by new security employees.

Current ISP®s as of 1 June, 2025

 383 ISPs



Why Consider ISP® Certification

Certification as an ISP® indicates a high-level baseline of knowledge required for Industrial Security 

Professionals; acknowledges that the holder has advanced knowledge of the NISPOM and other related 

directives essential to initiate and maintain a high performing security organization and demonstrates a 

sustained degree of professionalism.

By achieving ISP® certification, the individual has received public recognition that they have 
the academic and intellectual skills to perform as an Industrial Security Professional at the 

highest level.



ISP® Certification 
Community

• The perfect place 
to connect with 
other ISPs

• Share your 
thoughts, 
experience, files, & 
friendship



ISP® Application Process
Eligibility

• 2 years cumulative experience in the Industrial Security field
– working in Industrial Security at least part time (minimum of 10% of total workload)

**  You do not need to be currently working in Industrial Security as long as your work 
history satisfies the 2-year minimum requirement.

Certification Requirements
• You must sign and submit a Candidate Confidentiality & Conflict of Interest (CCOI) 

agreement with your application.
• You must achieve a minimum score of 70% on the Exam
• After achieving a 70% on the Exam, you must sign and return a CCOI for ISP®s before the 

certification can be finalized.



ISP® Application Process

Difference between Re-Test and Re-Take by Exception
• Re-Test: When a Candidate does not achieve a passing score (70%)

–The exam may be retaken after a 30-day waiting period, with a maximum of 4 attempts within a 12-month period.
–Candidate must apply online to retake the exam at least 30 days in advance of the anticipated exam date.
–You do not need to resubmit the collateral documents unless the original approval is more than 12 months prior

• Re-Take by Exception: When there is a problem preventing completion of the exam (i.e. 
loss of internet connectivity), or a situation that compromises the exam environment 
(facility evacuation).
- Prometric will notify the NCMS Executive Director who will initiate a review by the ISP® Certification Co-Chairs. 
- If an Exception is approved: Prometric will be advised, and they will work with the Candidate to reschedule

Cost
• Initial Test: $275 for Members / $400 for non-Members

– $50 surcharge for International
• Re-Test: $140 for Members / $200 for non-Members



Testing - Scheduling
 Scheduling Your Test Date

• Once you are approved, you will have six months in which to schedule and take your 
test.  This is done directly via Prometric, and instructions are included in your 
confirmation email from NCMS.

• Please note that once you schedule your test at a Prometric Test Center, 
cancellation/rescheduling fees may apply:
• If canceling or rescheduling your exam 30 days prior to your exam date, no change 

fee will be assessed by Prometric.
• If canceling or rescheduling your exam 5-29 days prior to your exam date, a $50 

cancellation/reschedule fee will be assessed by Prometric.
• If canceling or rescheduling your exam less than 5 days before your exam date, a 

$70 cancellation/reschedule fee will be assessed by Prometric.

Schedule on the Prometric website: https://securereg3.prometric.com
select your program: “NCMS”
Appt. Selection: “ISPG”/ “ISPH”

https://securereg3.prometric.com/


Testing – At a Prometric Location

 Test Center Locations
• Check first to find a test center that is most 

convenient for you.
• Enter the country and state in which you wish to 

take the test and click “next.”
• Click on “Locate a Test Center.”
• Choose the test version you plan to take, then click 

“next.”
• Enter your preferred address, city/state or zip code 

where you would like to take the test.
• You will be shown all available options.

 Or, you have the option of Remote / Virtual Testing



Testing (in person) – What You Need
 What not to Bring to the Testing Center

• Scratch paper
• Food
• Reference material

 What you may Bring to the Testing Center
• You will be required to present one valid, government-issued photo ID with a signature 

(e.g., driver's license, passport, national ID, military ID).
• The identification document must contain your photograph and signature.
• You may bring a clear sealed water bottle (no wrapper) into the testing center or in 

your Virtual Environment
• All personal items (watches, jewelry, purses, etc.) must be locked in a locker for test 

security purposes, so please limit what you bring to the testing center. You will be 
scanned with a metal detector wand.

The Testing Center will provide you 
with:
• Scratch Paper
• Pencil
• Tissues (if requested)
• On-screen reference material



Testing - Virtual

 What you may have in your Virtual Test Environment
• A clear bottle of water
• A writing utensil
• A sheet of blank paper

 In general, the same rules apply to both a virtual testing environment and in-person.  
However, there are some unique things you need to ensure are set up
• Must be in an indoors, walled, well-lit and quiet environment
• No food, snacks, etc.
• A totally sanitized area
o nothing on the desk/table, no electronic devices (phones, etc.), no clutter in room

• Free from background noise and distractions
o no pets, children, spouses or partners

https://www.prometric.com/files/ProProctor/ProProctorUserGuide.pdf
https://www.prometric.com/remote-exam-experience  

https://www.prometric.com/files/ProProctor/ProProctorUserGuide.pdf


Testing Day
 What Time to Arrive at the Prometric Testing Center or set up in your Remote / Virtual 

Location
Plan to arrive 30 minutes before the scheduled appointment to allow time for check-in procedures. 
If you are late in arriving, you may not be allowed to test and appropriate cancellation/reschedule 
fees may apply.

 Test Accommodation for Special Needs 
 Candidates may request special consideration or accommodation by submitting this request in 

writing to the Executive Director, for review and determination by the ISP® Committee. All requests 
must include the specific condition(s) that requires the accommodation and a doctor’s 
written confirmation of the condition and reason for the accommodation.  Examples of 
accommodations are extra space for a wheelchair, large print examination or extra time due to visual 
impairment.  All personal information will be protected IAW NCMS’ policy and practices regarding 
confidentiality. 

 Questions
For questions concerning examinations please contact the NCMS office directly at 610-971-4856 or 
by email to kyle@mmco1.com



ISP® Program Documents (ncms-isp.org)
 ISP® Brochure: This document provides requirements and qualifications for the program as well as 

information pertaining to the exam.

 ISP® Experience Conversion Guide: For use by those who wish to apply to become certified.

 ISP® Certification Program Manual: This manual provides details on the ISP® Certification Program 
including benefits, philosophy, testing procedures, fees, etc.

 ISP® Privacy Policy: Document outlines participants' expectations of privacy and NCMS' handling of 
personal information.

 ISP® Resume Template: Resume template that can be used by candidates to document industrial 
security experience, etc. To be used in conjunction with application.

 ISP® Candidate CCOI: Confidentiality/Conflict of Interest agreement to be signed by candidate. To 
be used in conjunction with application.

https://ncms-isp.org/documents/brochure.pdf
https://ncms-isp.org/documents/ISP_Experience_Conversion_Guide.pdf
https://ncms-isp.org/documents/ISP_Certification_Program_Manual.pdf
https://ncms-isp.org/documents/ISP_privacy_policy.pdf
https://ncms-isp.org/documents/resume_template.pdf
https://ncms-isp.org/documents/Confidentiality_&_COI_Agreement___%20for_ISP_candidates.pdf


Testing – Resources
 General Resources:

• Acronyms
• Categories & Topics
• References by Exam Category

 References Available During the Test

• The test is “open book”.  All references will be available to you during the 
test via a split screen

• 10 separate documents, total of 42 references

• A comprehensive list of all references can be found on the ISP® 
website:

 https://ncms-isp.org/become-an-isp/study-resources/
 



Testing – What’s in the Exam

 110 questions spread across 11 areas of Industrial Security management:

1. Security Administration & Management
2. Classification
3. Document Security
4. Physical Security
5. Information Systems Security
6. Personnel Security
7. International Security
8. Security Education
9. Audits & Self-Assessments
10.Special Security Information: CI/ OPSEC/ IP/ COMSEC
11. NISP Systems

You will have two and half (2.5) hours to complete the Exam



Let’s talk about Preparation



The Elephant in the room…

Test Taking 
can be scary,

but you don’t 
have to stress…



Multiple Choice - demystified
It’s less scary when you understand how questions are written…

 Exam writer selects concept they want to test

 Next, they generate the correct answer

 Last, they generate distractors:

• Distractors are choices that can look, sound or mean nearly the same thing as the correct answer, but 
are incorrect 

• Distractors may sometimes be partially true, but incorrect because they are either:
• too specific 

•often with extreme modifiers such as always, never
• too general 

•may leave out a piece or be too vague



Multiple Choice - demystified
Don’t be Distracted by Distractors

 Make Predictions
• Try to predict the correct answer before reading the options
• Is your predictions one of the choices?

•If so, it’s probably correct

 Don’t have a prediction? 
 Look at the answers and mark out those that you know to be incorrect.
 Look for clues:

• If two answers are opposite, one is probably correct.
• Answers with the following words are usually incorrect: always, never, all, must
• Answers with the following words are usually correct: seldom, generally, tend to, probably, usually
• Look for grammatical clues between the question and the choices. 

• For example, the question and the correct answer often have verbs of the same tense and have 
nouns and verbs that agree.

• Note familiar words or phrases from the reference material.



Creating your own study guide
 ncms-isp.org

 ISP® Brochure (ISP® certification/ 
program documentation)

 Test Sources (ISP® certification/ study 
sources)

 Create your own practice test - Online 
tools such as Quizlet

 Reinforce weak areas of 
understanding with CDSE videos and 
other training



Creating your own study guide - 
Example

International                                
Security

CFR Part 117.14         Marking Requirements

CFR Part 117.15         Safeguarding Classified Information  

CFR Part 117.19         International Security Requirements

U.S. National Disclosure Policy - 2001 Fact Sheet by Pete Batten

ISP Exam Question References by Exam Category
Exam Category Category References

 Go to the Study Resources page of ISP® website.  
 Review the “ISP Exam Question References by Exam Category (Detailed)”

Read each references listed
Think about what concept(s) you would want to test from each reference listed if you were writing the exam
Create your own question from each reference.
Make flashcards or use a resource such as “Quizlet”

Do this for each of the 11 categories, and you will have created a very useful practice exam



Top 10 Tips for Preparation & Test Day

#1: Join a study group

 Form your own
• Many chapters study groups, ask your local Chapter Chair

    ** Or **

 Join the Exam Preparation Program (EPP)
• Info available on the ISP® website
• 2 rounds annually, typically beginning Jan/Feb & July/August
• 14-week guided study – join the calls or study on-demand
• $50 for members/ $100 for non-members
• Et-epp@classmgmt.com for more info

mailto:Et-epp@classmgmt.com


Top 10 Tips for Preparation & Test Day

#2: Be familiar with the references
 Be familiar with the reference material that will be available during the exam.

• Prometric allows for 10 total documents to be available during exam
• In order to include all 42 exam sources, they have been combined into logical groupings

• Know what documents have been combined into each reference, and how the information is organized in 
each

• Know what topics each reference covers
• Practice looking info up quickly

 Review acronym list
• Available on ISP website under exam resources
• Don’t be surprised with unknown acronyms on test day



Top 10 Tips for Preparation & Test Day

#3: Take a Test Drive
 Prometric Test Drive

• Can help alleviate some text anxiety by familiarizing yourself with the environment & computer navigation 
tools.

• Generic Tutorial – not ISP® specific
• Opportunity to check out location and ask about rules
• You can see what type of equipment they have (monitor, mouse, headphones)
• Ask them the process if you have a question (raise your hand)
• See where bathroom is and rules for use (clock doesn’t stop)
• Test the pdf reader tool 
• Note: you CANNOT COPY/ PASTE, and search using the magnifying glass icon rather than CTRL/F

 Book on prometric website: https://www.prometric.com/test-drive
• Cost is $30. (this is a Prometric fee, not an NCMS fee)

https://www.prometric.com/test-drive


Top 10 Tips for Preparation & Test Day

#4: Use Tools provided by Prometric
 Headphones

• Prometric has noise cancelling headphones available upon request at their test centers
• For virtual testing, noise canceling headphones are permitted if desired.  (Arrange this in advance, 

restrictions apply. These are not provided by Prometric.)

 If needed, ask TCA for help
• Prometric has “Test Center Administrators” 
• LET YOUR TCA KNOW IF YOU EXPERIENCE TECHNICAL DIFFICULTIES DURING THE EXAM
• If you don’t say anything until after, they can’t help you!

 Flag questions or use scrap paper
• Prometric has an option to “flag” questions.  
• You can use this to mark a question to serve as a reminder to go back and review the question prior to 

submitting your exam (practice this on your “Test Drive”)



Top 10 Tips for Preparation & Test Day

#5: Answer Every Question
 Answer every question

• Answer all the questions but flag the ones you are unsure about. You can go back to the questions you 
flagged and look them up at the end. 

• Use your scratch paper if you prefer this to ”flagging” function
• Remember,  unanswered questions are wrong!  



Top 10 Tips for Preparation & Test Day

#6: Actively Manage your Time
 Don’t look up every question

• Save research for after you have attempted each question

 Be aware of the clock
• It is displayed on screen

 Pace yourself
• Don’t waste too much time on one question. You have 150 minutes to answer 110 questions.  (just over 

1.5 minute per question)
• Practice the timing as part of exam preparation
• Try to use 1 minute or less per question so you have time at the end for review

 Limit Breaks
• When returning from breaks you must be checked again



Top 10 Tips for Preparation & Test Day

#7: Read Every Question
 Read the questions and the responses very carefully and completely.  

• Don’t skim, be thorough.

 Avoid misreading the question
• The most frequent error students make in a multiple-choice exam is to misinterpret the questions.

 Try the following process to cut down on errors made by misreading:
• Cover the answers with your hand and then read the question.
• Ask yourself “What is this question asking?”
• Analyze the question, noting how the meaning changes with: 

•Qualifiers (i.e. usually, sometimes)
•Modifiers (i.e. always, never)
•Negatives (i.e. not, none, un__, dis__)
•Switchback words (i.e. “but”, “although”, “nevertheless”)indicate a shift in thought and alter the nature of 
the question 

• These words indicate a shift in thought and alter the nature of the question
• It helps to rephrase the question in your mind



Top 10 Tips for Preparation & Test Day

#8: Answer the question that was asked
 This may seem obvious, but test writers often create some excellent answer choices that are wrong. 

• Don’t pick an answer just because you believe it to be true. 
• An answer that is factually true may be an incorrect choice because it does not answer the question.
• Once you’ve made your selection, go back and check it against the question and make sure that your 

choice does answer the question posed.

 Check if the answer you’re considering completely addresses the question.  
• If the test answer is only partly true or is true only under certain narrow conditions, then it’s probably not 

the right answer. 
• If you have to make a significant assumption in order for the answer to be true, ask yourself whether this 

assumption is obvious enough that the instructor would expect everyone to make it. 

 Take the question at face value
• If you suspect that a question is a trick item, make sure you’re not reading too much into the question, 

and try to avoid imagining detailed scenarios in which the answer could be true. 



Top 10 Tips for Preparation & Test Day

#9: Prepare, prepare, prepare

 READ THE NISPOM!  
• Cover to cover. More than once.

 Do not assume because you’ve been in the field for a long time that you know everything you need to know.  

 Studying is absolutely necessary.



Top 10 Tips for Preparation & Test Day
#10: You got this!

 Remember to Relax
• Try deep breathing if you start to panic.
• Even if you do not pass on your first try, it isn’t the end of the world.  
• You can take the exam again after only 30 days, so go in knowing this is NOT a one shot and you’re done. 

 Come in Fresh
 Arrive rested.
 Don’t alter your routine, if you normally eat breakfast and drink coffee, don’t skip it.
 

 Have confidence in yourself
 If after your very best effort, you cannot choose between two alternatives, go with your gut. If you are like 

most people, you will often “feel” that one of the answers is wrong. Trust this feeling. 
 Research suggests that feelings are frequently accessible even when recall is poor. For example, we can still 

know how we feel about a person even when we can’t remember the person’s name!

 You don’t need a perfect score, just a passing score!! 



Feel free to reach out!

Liz Fant, ISP®

liz@fsoconsultllc.com

931-449-0616

Leandra Mosher, ISP®

lea@akamai.com

617-444-2553

Tanya Matthews, ISP®

tmatthews@tmgworld.net

571-233-3993 

mailto:liz@fsoconsultllc.com
mailto:lea@akamai.com


Thank you!
Does anyone have any questions?



Prometric

• After check in, the Prometric TCA staff will 
escort you to your workstation and launch your 
exam.  

• Before you can proceed to the next steps, you 
will be asked to confirm your first and last name 
as well as the exam that you are taking.  

• Note that this screen has a time limit so if you 
do not confirm within the time limit provided, 
you will need to have the Prometric TCA reset 
your workstation.

6/4/2025NCMS34



Prometric

•The next screen that will populate is the 
NDA screen.  You must accept the terms 
of this NDA before you can proceed to 
the examination.  If you opt to decline the 
NDA, your exam will end, and you will not 
be able to proceed. 

6/4/2025NCMS35



Prometric

•You will then be taken to the Welcome 
screen of the online tutorial.  This screen 
will give you an overview of the exam 
structure as well as guidelines for finishing 
your examination.  You are encouraged to 
thoroughly read through the tutorial 
before starting your exam.

6/4/2025NCMS36



Prometric

•You will then proceed through the 
tutorial.  Note that the timer at the top of 
screen will show you how much time you 
have to spend in the tutorial before the 
exam will automatically launch.  However, 
you can start the exam prior if you’d like 
simply by clicking on the “Start the Test” 
button on the bottom right-hand screen.

6/4/2025NCMS37



Prometric

•Tutorial screen 4 houses information on 
navigating through the exam.  You can 
click the “Next” or “Back” button to move 
to the previous screen or question. Or 
you can use the numbered buttons on 
the left-hand side of the screen to 
navigate. 

6/4/2025NCMS38



Prometric

• Tutorial screen 5 houses information 
on display of the time remaining 
once your exam launches.

6/4/2025NCMS39



Prometric

•Tutorial screen 6 houses information on 
using the scroll function in the event that 
a question does not fit on a single screen.

6/4/2025NCMS40



Prometric

•Tutorial screen 7 houses information on 
how to answer multiple-choice questions. 

•  Once in the tutorial you will have an 
opportunity to practice this functionality 
directly on this screen. 

6/4/2025NCMS41



Prometric

•Tutorial screen 8 houses information on 
flagging questions.  

•You can use this to mark a question to 
serve as a reminder to go back and 
review the question prior to submitting 
your exam.

6/4/2025NCMS42



Prometric

• Tutorial screen 9 houses information 

on highlighting text within a 

question.

6/4/2025NCMS43



Prometric

•Tutorial screen 10 houses information on 
striking out option.  

•The purpose of this function is to allow 
you to visually eliminate possible options 
from consideration when answering the 
question.

6/4/2025NCMS44



Prometric

•Tutorial screen 11 houses information on 
how to use the PDF viewer during the 
exam to access the embedded resource 
materials.

6/4/2025NCMS45



Prometric

•example of pdf viewer:

 This slide shows the thumbnail view

6/4/2025NCMS46



Prometric

•example of pdf viewer:

This slide shows the bookmark view

6/4/2025NCMS47



Prometric

•Tutorial screen 12 houses information on 
how to utilize the section review feature 
while taking your exam.  

•During the examination, you can review 
the status of all questions in the current 
section using the grid icon located on the 
bottom left-hand corner of the exam 
screen.

6/4/2025NCMS48



Prometric

•Tutorial screen 13 houses information on 
how to end your exam.  

•We encourage you to specifically read 
and understand this page of the tutorial 
so that you do not end your examination 
in error.  

6/4/2025NCMS49
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